Role of ITU in Building Security
&
Trust in Cyberspace
Kathmandu, Nepal, 5 July 2016

Sameer Sharma
Senior Advisor, ITU Regional Office, Bangkok

ITU: A Brief Overview
Founded in 1865

193 Member States
567 Sector Members
159 Associates
104 Academia

A specialized agency of the UN with
focus on Telecommunication / ICTs
ITU-R: ITU’s Radio-communication Sector globally manages
radio-frequency spectrum and satellite orbits that ensure
safety of life on land, at sea and in the skies.

ITU-T: ITU's Telecommunication Standardization Sector
enables global communications by ensuring that
countries’ ICT networks and devices are speaking the
same language.

Headquartered in
Geneva,
4 Regional Offices

7 Area Offices.

ITU-D: ITU’s Development Sector fosters
international cooperation and solidarity in the
delivery of technical assistance and in the creation,
development
and
improvement
of
telecommunication/ICT equipment and networks
in developing countries.

ICT Services Uptake
Who’s online?

Global, 2014

By region, 2014

Mobile cellular
subscriptions:
- Almost 7 billion
Mobile broadband penetration:
- 84% developed countries
- 21% developing countries
Fixed broadband penetration:
- 27.5 % developed countries
- 6 % developing countries
- Almost 3 billion people online
(individuals using the Internet)

Source: ITU World Telecommunication/ICT Indicators database

Agreed Global Telecommunication/ICT Targets - 2020
Goal 1 Growth : Enable and foster access to and increased use of telecommunications/ICTs

55%

of households should
have access to the
Internet

60%

40%

of individuals should
be using the Internet

Telecommunications/ICTs
should be 40% more
affordable

Goal 2 Inclusiveness – Bridge the digital divide and provide broadband for all

50%

40%

50%

5%

of individuals should be affordability gap
of households should
using the Internet in the between developed and
have access to the
developing world; 20% developing countries
Internet in the
developing world; 15% in in the least developed should be reduced by
40%
countries
the least developed
countries

Broadband services
should cost no more
than 5% of average
monthly income in the
developing countries

90%

Enabling environments ensuring accessible
ICTs for persons with disabilities should be
established in all countries

of the rural population should be
covered by broadband services

Gender equality among
Internet users should be
reached

Goal 3 Sustainability – Manage challenges resulting from the telecommunication/ICT
development

40%

50%

improvement in
reduction in volume of
cybersecurity readiness redundant e-waste

30%

decrease in Green House Gas emissions per
device generated by the
telecommunication/ICT sector

Goal 4 Innovation and partnership – Lead, improve and adapt to the changing
telecommunication/ICT environment
Telecommunication/ICT environment
conducive to innovation

Effective partnerships of stakeholders in
telecommunication/ICT environment

Key Cybersecurity Challenges
 Lack of adequate and interoperable national or regional








legal frameworks
Lack of secure software for ICT-based applications
Lack of appropriate national and global organizational
structures to deal with cyber incidents
Lack of information security professionals and skills
within governments; lack of basic awareness among
users
Lack of international cooperation between industry
experts, law enforcements, regulators, academia &
international organizations, etc. to address a global
challenge
Complexity of ICTs imply a need for the ability to
respond, not just protect, as cybersecurity incidents will
happen even if protective measures are deployed.
Cybersecurity not seen yet as a cross-sector, multi-dimensional concern.
Still seen as a technical/technology problem.

Importance of Cybersecurity
• From industrial age to information societies
-

Increasing dependence on the availability of ICTs
Number of Internet users growing constantly
(now 40% of world’s population)

• Statistics and reports show that cyber-threats are
on the rise
-

The likely annual cost to the global economy from
Cybercrime is estimated at more than $455 billion (Source:
McAfee Report on Economic Impact of Cybercrime, 2013).

• Developing countries most at risk as they adopt
broader use of ICTs
-

E.g. Africa leading in Mobile-broadband penetration:
almost 20% in 2014 - up from less than 2% in 2010 (Source:
ITU ICT Statistics)

•

Need for building cybersecurity capacity
-

Protection is crucial for the socio-economic wellbeing of
a country in the adoption of new technologies

Source: Symantec 2015 Internet Security Threat Report

Coordinated Response
Need for a multi-level response to the cybersecurity challenges

International

Regional

International Cooperation
frameworks and exchange of
information

Harmonization of policies, legal
frameworks and good practices at
regional level
National strategies and policies

National

National response capabilities
Country level capacity building and training

ITU Mandate on Cybersecurity
2003 – 2005
WSIS entrusted ITU as sole facilitator for WSIS Action Line C5 “Building Confidence and Security in the use of ICTs”

2007
Global Cybersecurity Agenda (GCA) was launched by ITU
Secretary General
GCA is a framework for international cooperation in cybersecurity

2008 to date
ITU Membership endorsed the GCA as the ITU-wide
strategy on international cooperation.

Building confidence and security in the use of ICTs is widely present in PP and Conferences’
resolutions. In particular WTSA 12, PP 10 and WTDC 10 produced Resolutions (WTSA 12 Res 50, 52,
58, PP Res 130, 174, 179, 181 and WTDC 45 and 69) which touch on the most relevant ICT security
related issues, from legal to policy, to technical and organization measures.

Global Cybersecurity Agenda (GCA)
• GCA is designed for cooperation and efficiency,
encouraging collaboration with and between all
relevant partners, and building on existing initiatives
to avoid duplicating efforts.

• GCA builds upon five pillars:

1. Legal Measures
2. Technical and Procedural Measures
3. Organizational Structure
4. Capacity Building
5. International Cooperation
• Since its launch, GCA has attracted the support and
recognition of leaders and cybersecurity experts
around the world.

Global Cybersecurity Index
Objective
The Global Cybersecurity Index (GCI) aims to measure the level of
commitment of each nation in cybersecurity in five main areas:
•
•
•
•
•

Legal Measures
Technical Measures
Organizational Measures
Capacity Building
National and International
Cooperation

104 countries have responded

Final Global and Regional Results 2014
are on ITU Website
http://www.itu.int/en/ITUD/Cybersecurity/Pages/GCI.aspx
Next iteration in progress
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Global Ranking 2014 - Top 5
Many countries share the
same ranking which
indicates that they have the
same level of readiness.
The index has a low level of
granularity since it aims at
capturing the cybersecurity
commitment/preparedness
of a country and
NOT its detailed capabilities
or possible vulnerabilities.

Country

Index

Global
Rank

United States of America

0.824

1

Canada

0.794

2

Australia

0.765

3

Malaysia

0.765

3

Oman

0.765

3

New Zealand

0.735

4

Norway

0.735

4

Brazil

0.706

5

Estonia

0.706

5

Germany

0.706

5

India

0.706

5

Japan

0.706

5

Republic of Korea

0.706

5

United Kingdom

0.706

5

National Cyber Security Strategy ITU Cyber Security Toolkit:
The aim – create a toolkit to help states to create or improve cyber security strategies
Examples of Topics To Be Addressed

Components of Toolkit

The role, objectives and scope of a National Cyber
Security Strategy in a line with the UN SDGs

Critical Infrastructure Protection and integration
with other national security/emergency programs

 A single resource for any country to gain a clear
understanding of National Cyber Security Strategy in
terms of:
– the purpose and content
– how to go about developing a strategy,
including strategic areas and capabilities
– the relevant models and resources available
– the assistance available from various
organisations and their contact details

National Risk Management program

 FORMAT: 15-20 page Word / PDF

The definition/publication/review process: the
Governance Model
National and International Standards and
government compliance program

National Incident Response/CERT integration/alignment with Military/Intelligence

Implementation strategies for the Government
Implementation strategies for Private Sector
The definition/publication/review process: the
Awareness Programme
Aspects not typically covered by public strategies
that should be considered and addressed

Reference
Guide

 A simple tool that allows national governments and
stakeholders to:
– Evaluate their current status in each of the
strategic areas identified in the reference guide
– Evaluate their current status in cyber security
Evaluation
lifecycle management
Tool
– Easily identify key areas for improvement
– Provide a means for measuring improvements
over time
 FORMAT: Excel or web-based worksheet

Cybersecurity in Asia-Pacific region
 National Cybersecurity Strategy & Cybersecurity Awareness : Nepal
(2016-2015)
 Readiness Assessment to Establish a National CIRT for Fiji (2014-2015)
 Workshop on Cybersecuirty and Cybercrime Legislation & Cybersecurity
Incident Simulation Bangkok 23 March 2015
 INTERPOL-ITU Cybercrime Investigation Seminar,19-21 Feb 2014, Malaysia
 First Pacific Islands Capacity Building Workshop on Child Online Protection
and Commonwealth National Cybersecurity Framework Regional
Workshop, 22-24 September 2014, Vanuatu
 Establishment of Pac CIRT, Fiji
 Readiness assessment National Cybersecurity Strategy, Bangladesh ( 2013)
 ITU Cyber Security Forum & Cyber Drill, 9-11 Dec 2013, Vientiane, Lao
P.D.R
 Enhancement of cybersecurity capabilities (CIRT) Bhutan (2013)
 CIRT Capacity Building for Afghanistan (2014 and 2015)
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Cyber Drills in Asia-Pacific
 Two Cyber Drills carried out in the region by ITU in 2011 and 2012
 A Forum was also organized inviting CERT representatives who
shared their experiences, issues, challenges and initiatives.
 Industry leaders shared their thoughts on cybersecurity-related
technologies and solutions.
 Buit networking among participating CERTs. For example, during
the 2011 Forum, CERTs agreed to collaborate and coordinate among
each other even after the Froum
 Bilateral actions/cooperation such as mission exchange were done
by themselves and only informing/updating ITU
 In the case of the 2013 drill, we invited telcos, academia and other
government agencies to observe the drill

2011 : http://www.itu.int/ITU-D/asp/CMS/Events/2011/CIRTWkshp/index.asp)
 2013 : http://www.itu.int/en/ITU-D/Regional14
Presence/AsiaPacific/Pages/Events/2013/12_Vientiane_Lao_PDR/CDrill.aspx).

Economies in Asia-Pacific – IDI Rankings & Nepal

GCI Ranking : Asia-Pacific & Nepal
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Cyberwellness Country Profiles : Nepal
Factual information on
cybersecurity achievements on
each country based on the GCA
pillars
Over 196 profiles to date
Live documents –
Invite countries to assist
us in maintaining updated
information
cybersecurity@itu.int
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CIRT Assessment for Nepal
• Ensuring safety and security for
Nepalese citizens in use of on line
broadband Internet services
• Readiness assessment of CIRT in
Nepal;
• Action Plan to establish CIRT;
• Institutional, Organizational
requirements and arrangements;
• CIRT Standard Operating Procedures.
• Report already published

ITU Cybersecurity Awareness Assessment Report : Nepal


To communicate current threats and trends with the focus on
raising cybersecurity awareness among users, key drivers and
stakeholders



To conduct a formal study on current posture and state of
awareness among identified stakeholders and representatives



To identify key drivers and elaborate on the strategic,
operational and delivery aspects of a national awareness

programme


To propose a project plan and identify resources for awareness



To share best practices and experience from industry leaders
and adoption by other countries



To share success factors and foreseen challenges for
implementers



To gain stakeholder support focusing on the benefit it brings
for businesses, organisations and society at large

National Cybersecurity Strategy: Nepal 2016
A)

Description of Duties :

1.

Assessment of the current situation of cybersecurity in Nepal

2.

Stock taking of the prevailing policies and legal instruments and organizational structures if any jointly with the beneficiary country
define priority areas

3.

Identify the existing as well as potential challenges and gaps in policy and legislation to ensure building security and trust in use of
ICT for citizens, organizations and country as a whole in Nepal

4.

Making reference to the best practices in Asia-Pacific region and countries with similar nature as well taking into account the
Cybersecurity strategy and Global Cybersecurity Agenda of ITU, develop the following:
a.

National Cybersecurity Strategy for Nepal with implementation plan

b.

Based on the national strategy thus developed provide a structure for a comprehensive cyber law

c.

Child Online Protection framework

d.

Based on the strategy and the structure for a comprehensive cyber law, recommend the appropriate organizational
structure for the implementation of the strategy and cyber law as well as COP

5.

Carry out stakeholder consultations in the country

6.

Organize 1 day National workshop involving relevant stakeholders on sharing best practices , strategy and way forward

7.

Providing a “cyber incident simulation” for top government officials to create awareness about the importance of the topic.

A)

Concrete Deliverables:

1.
2.
3.

National Cybersecurity Strategy containing items 1-5 above;
National Workshop along with power Point Slides of the report; and
Mission Report containing summary of key observations during the mission and next steps.

Conclusions
 While it will never be possible to completely remove all risks,
drawing together an effective policies and practices,
infrastructure & technology, awareness and communication can
do a great deal to help.
 The international cooperation, based on a multi-stakeholder
approach and the belief that every organization – whether online
or mobile, educator or legislator, technical expert or industry
body – has something to contribute.
 Human and institutional capacity building critical to understand
and take reactive / proactive response to cyberthreats
 By working together with ITU and its partners critical
international collaboration can be achieved to make the Internet
a safe and secure not for us but for our children as well in Nepal!
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ITU : I Thank U

