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Distributed Denial of Service(DDoS) Attack U3ZT FEAT ATHHT E‘T THT Greax ELnIEI)
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DDoS HATHHUIEE The AWS DDoS Attack(2020), Google Attack (2017), The GitHub Attack in

(2018), The Mirai Dyn DDoS Attack(2016), The CloudFlare DDoS Attack(2014), The Spamhaus
DDoS Attack(2013), Six Banks DDoS Attack (2012) EE EEN
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AT ATALT botnet AATT  zombie computers (network of thousands to millions of
remotely controlled, hacked computers or bots) YANT T Aterd éaﬂmﬁaa% qar T
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‘®. Network Layer : Smurf Attacks, ICMP Floods, and IP/ICMP Fragmentation

9. Transport Layer: TCP Attacks include SYN Floods, UDP Floods, and TCP Connection
Exhaustion

1. Application Layer: HTTP-encrypted attacks.
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DDoS ATHHIETE T= DNS THAHT Bandwidth TS =T Y |

Router ¥ +ad® Firewall ?’l’lé Latest Security Patch qled BRIEK CUHT
FAATIF (update) IR |
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Malicious traffic c_fllﬁ “a_cl'_*f UTM/ Next Generation Advanced Firewall / Intrusion detection
systems (IDS)/ Intrusion Prevention systems(IPS) Eal-pin TI'& |
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Router Configuration &l Best Practices Security Policy d4T Cyber Hygiene AT
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90. DDoS Response Battle Plan ?Ti%_(l_oﬁ Business continuity Plan, Disaster recovery Tl
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Emergency response plan dATC n%r |
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