@ Jo08z/09/33

B K K12 L O e | KU L

WA AEEE (Free/Pubic Wi-Fi ) TN TR FeXAe IaNal ol e @ 2

qEE AeHTs (Free/Public Wi-Fi) TIRT TR gveAc daleal  guerd @ e
IUIEE AT |

9.

F EASHE /TN WEd GO A, Bled, UIRUE, ¥EEEE, HE 9,
NS AAATT AR AABID ASHISH! T/ qe= T AT
REUHI TEE TN W A TeeE Folat | ETHET (Hackers) o O S
AR Free Public Wi-Fi TS ga WISl A o1T AT @ |

F GEAHE ASETE (Free Public Wi-Fi) G SIfEET ATHT  HieTgel, aT9ey,
FEAX, TAEAS AMGHT File Sharing Option 5¥& A (@l | &F A,
FHTIL JUBHIIAT AUHT Firewall Option TSHT NI ON T @l |

THas gaer (Password protected) TWUHI Geell AeHIE (Open Wi-Fi) Te
TIRT T geeie A=t |

(ol enN (o (o N N > hnN
dlaviidee  digthig/ecticel TR TR g C{dC HcAl3]l b IFH VPN (Virtual

Private Network) TARTIRE |

e AEHS/ECTICHT FINT TR Feddc TAIel Gba¥H  Encrypted
(HTTPS WUT) IHATEE TTe A Browse/Visit TR |

rAHE  ASHIS/ESTACHT TAN TR Fredie FATSal  Sahid GagHere
foaRUET USRI HEEd U (Mobile App) Tl TSCEE STET: Online Banking Site,
Social Media #&  Browse TR |

ARRTT GaEART HaRueT YUHT Aaed U (Mobile App) TIT ATEcet wEd:
Online Banking Site, Social Media AN Browse Tlff aT dilq'?‘l HI°||'§('10bl 3G/4G7:hlf

TET WIRT T |
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qx.

93.
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YEwE AEHIS TN T T ATE log in WUHT Wcddh awdTsd/ddaar
Wlogoutﬁl

AENH TIAAT JAAed EH] THAA/FFIHT TN T Tvedie Fals

F@Wﬁi{ chﬁf Visit U] Browsing History 4T Web Cache @ delete Tl'a |

e c ¢ c - e ~
S h AgHhIs/TCabai Jlg ITH L (AEgd, IMUeH, p¥dcy, SRIEK )

7T AFEr Antivirus TI'@} |

AFAI AAS, <dUey, HFYel, TAEE AN THUH! Il ATF JTHIHT
Wi-Fi dl Bluetooth connectivity qE g T '{I@ | mi} Wi-Fi T Auto
Connection T T Manual Mode T JINT m?r |

qENNE  ASHE /ICaFAE  Financial Transaction TWRI | &Y AESE
WI%WB}/W YART W&l ATFAT Password, OTP, Bank Account Number, PIN

2 2
code/receiving tokens STEAT [E@RUEE TFdl FH1 U HRIARX TR |

AT BfSieet @rar (Digital Account ), SHA @TAT ATeclls GRETT AW HIETAT I
Two Factor Authentication (2FA) T SAIRT TR |

Ul (Old and Outdated) JUHIUEE WE@HIEH (Vulnerable) T AU

NS

IEAT IUFEE AEASE ASHTE (Free Public Wi-Fi AT SIS S7eTAe =raralt |

Nepal Telecommunications Authority (NTA)
Cyber Security Task Force (NTACERT)
National Theatre Building, Jamal
Kathmandu, Nepal

Email: cert@nta.gov.np, URL: www.nta.gov.np
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