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Removable Media Security TRT Wﬁ‘ﬂﬂ:

(1) Removable Media & &2

Removable Media STATATE VUSRI (Data Storage) Y19 UICT &l IUHT (Device)
&1 TS Fd AT (System Running) AT TeT HFIET YUICAHAT Wioel g
a1 %FF‘T m | USB flash drives, Removable Disk (Blu-ray disk, DVDs, CD-ROMs),

Memory Cards (Compact flash card, secure digital card, memory stick), External hard

drives, Digital cameras, Audio recorders, Smartphones EIIH Removable Media T

FEETEE F |
(R) Removable Media &M & &7

Removable Media ®C ¥+ YILHT Data Transfer A 2 (SX8 JUITRAT HTedIETe
THUT (Malware Infected) g1 945 | ('QR“?I P I JUIIlSNE  Removable
Media AT Data Transfer Y& Removable Media 9 Toh{Hd g1 oy | REEd gl
I AT (Malware Infection) =TC GRET TW ATAET IUUSE  Removable
Media gT&IT 2|

() Removable Media IIc §T T SGHEE & & g1?
31'@3'(@?[ Removable Media YT &7 [+ @IS JGHeEe g1 "o |

Removable Media, HFIEX AT FCdHHT HIcad(Malware) FaLT T+ Fa |

e Removable Media Tl I U Hagefier qor 4-|&'»<‘°|‘;|\UIC Sldl
Loss BT qaF |

o TTIMHT WASTAT & (Reputation Damage ) § T |

Jid® &fd (Financial Damage ) 89 TqIF |

(¥) Removable Media @1 qE HYY T2

Removable Media &1 “gl;{w N e e AU


https://nta.gov.np/wp-content/uploads/2021/05/Cyber-Security-Advisory-Malware-Security.pdf

9. USB drives, memory sticks, smartphones, SD cards external hard drives, DVDs, or

other removable media @S AT HI qg“%r "Igiﬁ T T TAAT TI'@} |

3. AEITAT GaEeie SETETE Removable Media AT 77T |

3. Removable Media AT HagqIA ST (I@l T HU Whole diskFﬂ'&I"{Ta' Encryption
TR @t |

¥. Removable Media T Encryption Password 4l Passphrase?il?a?l'lir share‘ﬂﬁ |

Y. Removable Media T SIRHITT Content Delete TRY ATA TS WART I ﬁ'ﬁl

&, HATEAT W‘:ﬂ?{/mﬂﬂw JIHIHT [HFGTT Antivirus BT TIAT T |

. Removable Media @8 FAHTEIAT Scan 9 Ey |

&, AR TAT AEAAHE HEISTAT ATFT Removable Media TS TART I |

@, VIWUHl a1 FURMET URHAE WIH YHIE Removable Media T8  TFAT
FEFECA [E TN TR |

Q0. Removable Media AT WUHT @RS Backup T TH TR |
19. H¥FIX PUIRICa] Auto-Play/Auto-run Feature ¥ disable TRX '{l'@} |

93. gag-efid AT 9UHT Removable Media TS ﬂ'{f@l—d QT A6l e HeareT
Ao T dispose W |
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