@i 05 /0¥ /9% (30 July, 2021)
L R e 1 2 I L O T S U

A e T [W=a A (Man in the Middle Attack: MITM) 97T
L |2

(9) ¥M 37T e aae® F 8 2

TIH-39-3-[ed  ASATHAT Sender TAT Receiver HI &=@T o= 9&T
(hacker) T JaeT T Sender HT ﬁ Message (E.g. Password, Personally
Identifiable Information, Credit Card number, Conversation etc.) 9TH iR

T Arals AT AqPA IREdT T Receiver s TSTSied 168 |
A, Receiver A WTH WUHT Message @Tg i AT AP RIECRE
T Sender g USTEG ag | AATd, O=0 U&7 (Hacker) <1 Sender ¥

Receiver AT Tt Message 8% TH T T ATH ATH qREd T
TOYANT Ui T g |

(R)FM 37 T WS Acaihel O B T2

1 3 S A g8 SROH g e |

%) Yleell IO I9 FOTHET rsa A9l T 39 e cuhahl

AN geede TMthbells T-aeddl [H W=l e WH Ve,
SSIE Interception ﬂiﬁfa |?ﬁ Interception T q T AT5a%

AYTTT IP Spoofing, ARP Spoofing, DNS Spoofing #Mis ARFHEET
AT T |

@) A FAQT: Tiecll RO Aea AITERT Interception I SURIE]
IR U T Ih Intercepted Traffic oS ST SUTAT HTTPS



Spoofing, SSL Beast, SSL Hijacking, SSL Stripping < TIdhT
Afee®d! TANT T traffic &0 Original Content TTH &g |

(3) FIM 39 § (HSd AcqHAE HaA o ?

IF-3-5-Ugel FeAThaIE o= (8 JUFE AUt -

q. ATFT TS “él;(f@l?f 1T TIEFA (Transfer) 9 SIS Secure Channel
qrhd Encrypt IR Wﬁ |

3. AT HFIET /AT /HEGe TT Network AT Firewall/IPS/IDS &1 JANT TRI
|

3. AiE gEEE AEEERT TR TR | BT ASHISAT G WPA2/3 T
mode T WART TRI | T WPS Disable TRT @l |

. Browser HI Force TLS (¥dd: ©IHT HTTPS YT @ TI'&f) PIuginEblf JIRT TR A
ATATZT FREAR TR |

. '53?%!?[ THADT AT SSL/TLS/PGP/GPG encryption T Setting T@I FART R |

&. HTTPST Lock Icon A& URL WU Fe@geshl JANT T |

8. ATFT Software (Operating System, Application Software, Browser) Fﬂ_s} fAax
UpdateTl'éf |

C. Al HFISY/TATCA/HEGA  IJUBHUAT  WAAID!  HaTHad  Fgar
Malicious Activities g1 e Reputed Antivirus T TIRT Tl'a |

Q.W{fl;{f@l?f FIFT AR, ULy, AT download mﬁ |‘€|T§f unencrypted/plain text

messaging T T YT TR |
qo0. SQWS{IC ATl Password, OTP, Bank Account Number, PIN code STEQT
frauEe ueTE |

Nepal Telecommunications Authority (NTA)
Cyber Security Task Force (NTACERT)
Jamal, Kathmandu, Nepal
Email: cert@nta.gov.np, Website: www.nta.gov.np




