@l 30wz /0¥ /09 (16™ July, 2021)
g GLEH] M FARAAT I Goa9T
RT3 A (Pharming Attack) 97T qFaad :

D) TRIREAT_ATHAT (Pharming Attack) % E\T ?
HRAET ATHAT (Pharming Attack) U YHRH! ATAST &I (Online Fraud) BT 9T WZeX AITHEE
(Pharmers /Cyber Criminals) <7 ST AIH! HF-IeL adT T (Server) AT Malicious Code install T FARTHATATS.
ﬁqﬁéﬁ@ﬁ—cﬁ Website ®T IP Address 9@ (Computer Local Host File 9T DNS Cache Corruption/ DNS
server Poisoning) T @éf Click famm 3 ERINEAIIES Fake/Bogus/Fraudulent Website HI ¥dd: REE (Auto-
direct) TS I Fake/Bogus/Fraudulent Website I HTEAHATE WANTEHATR] SARKITT Fagaeie fFatumee
Tfl’%jcf PIN Code, Payment Card Details, Password afe W T Tlﬁ?,q_'f [ISISEE LR STERTW I AT
o grgae 9o U ®re wan T R S (Financial Fraud) A97d T6® q@r saftsd fe@er =

TG |

) HRART AEAT (Pharming Attack) H§§‘! A el =82
o U B WINUHI ATATSTHT https T TET http SGAT 9+,
o A FEErEET AEANTEH ALEE (S spelling error, unfamiliar font or color) 3R, ATEdt® Ww=aT
el &, A9 (legitimate ) AEE ST TR WA A

FRERT ATHAT (Pharming Attack) ¥UFT g7 T |

M) WREFT ATHA (Pharming Attack) TE I T2
TR ATHAT (Pharming Attack) AT o= FF IUMIE® Aq=Ta |

9. Https‘q@ secure JFATSTHT HIA Visit TR | TS https://www.nta.gov.np
Q. [EEIRRIEGR '{l;(f@lﬂ' (Trusted and Safe) Browser (ﬁ Mozilla Firefox etc.) T T Tl'a |
3. YHTEUE IEIEEHT Visit TR |

¥. @J'f 9 FeRTEE Navigate & I AR Completely load §T &g 3 F@@rse® URL (ﬁﬁi https://nta.gov.np/)
T spelling error/swapping letters STU DT EZURIEICEAS Ik T |

Y., HRER T 96T A AERE TGS A/ANTET W W WA BREAR T
&. Consumer-grade Routers T Access Points (AP) HT WA default password?’ﬂ% RadT W |

G,  WT AUHEE (Pharmers) 1 TE&T AU offer [T STEAT ANATST Commercial fake Site WART T+ U ATTBIND
Commercial Site W A AT SARHTT GagTefiel FaRT share T T TOedT AMIFINE Commercial Site AE A
ST AEFREAR TR |

c. Secure Browsingﬁ R Reputed DNS Servers W@blf VPN ¥l A/ JIRT Tl'a |



%,  YuRFA cAhsTe WH FHEHT Attachment TAT link A€ Click T |
90. Two Factor Authentication aT Multi Factor Authentication 25T WaRT Tl'a\fl

99. SIS qar Reputed Anti-virus/Anti-malware TT Firewall FFCAITHT TART Tl'€}|

Nepal Telecommunications Authority (NTA)
Cyber Security Task Force (NTACERT)
Jamal, Kathmandu, Nepal
Email: cert@nta.gov.np, Website: www.nta.gov.np




