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WEER LD AR TARTHT S Feadl

TIHIIX (Ransomware) W T :

%) THIT_(Ransomware) % &1 2

TOHIIL  (Ransomware) TF THRH! HASIX  (Malware: Malicious Software) B WE&T AN TR
BITHT/ATEaR. AT SHT/FeexAe T I 129 (USB Stick/Driver) aT FHMAT (Infected) HFegeta!
WA HEeAD ST AT HEIET YOTCAATE BRI qer A€ T WA T WG | 6 weeen
YANTRATETE RO THA UE TREEH HEgal FANThdIR] SIEeis qevs T 91 Hecaqul Sierens
YANT T 9T T Encryption/Lock T &9 T | wfaua s@camdr wg qishl g/ qear. aqqdie
FHFY FAMHAEE IHH /T a8 (Crypto Currency) AR T I<h FHATAY WA AhIAI W& Hecadol
SIETATS qeh! AN HE (Delete) T T A9 BB/ AEaR ATl WAIAT AN A/ Farg
(Crypto Currency) ‘ﬂfﬁFﬁ q I WARTHATRT STETAg Sy *I(Idé"l | T-IHIIT (Ransomware ) ﬁ
EEIICANNA N \=1<~§1: WannaCry, UIWIX CryptoLocker, NotPetya, Bad Rabbit, Cerber, Crysis, CryptoWall,
GoldenEye, Jigsaw, Locky ae |

W) TEHATL AFHAT (Ransomware Attack) FaISE TSe, ?
FeaE FANTRAT

THT WIhd WTH SERIETT WA Attachment T9T fef@rs Click T,

FHMAT (Infected) T I (USB Stick/Driver) s WIS TAMAR0T(Transfer/Copy ) Tl @RI
TN &,

Visit Tlﬁ@ Wﬁm 31TQ"G€[ Pop-Up Window/Banner HT CIickTIEf,

S T (Social Media) STEQ: Facebook, Twitter, Linkedin 94T WhatsApp/Viber AT ITH WTE
31'53’(@?[ Attachment T4 fci&eTs Click TTaT,

Freeware/shareware T Pirated Software, Music/Video STITelg TTaT,

WA HFI/AAGAH T-aHagL (Ransomware) ST3TAIE WS Install §75 |

) TEAAT AEBAT (Ransomware Attack) STE B8 &M & 2

T=EHaIR (Ransomware Attack) =Te gREr & e Suee 9a=rt |
. HFGEL TAT HFGEL TUTAH! AR g3 HEeaqvl el (Data) «s Fafird backup TET |
R. ?\:l;jvr PITART B FIIT AT BT YUTAl &M% e BNehiel STal (Data) Encryption il 3<% Data Decryption Ea)
AR T BT AT AT I EHIATE BT AR| EHTATE qTHT TEHT I Data Decryption g GFATEHT
g |
3. FHFYER, HEgX yel ¥ Rfved @ afed qeEEE yan T | ST wEaE 9nd g9 a1 |



q0.

HEYIL T hFYX wwﬁw% ﬁ'{f@lﬁ YW Multi-Factor Authentication (\_fr{'?f Two Factor Authentication, Mobile
Number, OTP, Fingerprint #1%) Eal-Ciikin |

T AU FHFIT YUTEHT Anti-Virus/Anti-Malware/Spam Filter 1 FIRT T Fraférd € (Scan) T |

HFYIL qAT b FIIX JUTTRITAT TRT WURT Software <ITAT Operating System, Anti-Virus/Anti-Malware/Spam Filter
s Fatia sEmEi® (Update) TR |

Freeware, Pirated software/game, Free music/video, T RN U @ STEAT aﬂﬁ@fﬂ ERSIEEE WART '-HI(\I’ |
ATl AL AWEEE Visit & Pop-Up Window/Banner T YS! ST TS el @l Click TR T eoreafm
AVITECEEATT Freeware/shareware I9T Pirated Software, Music/Video/games € CRIE H’*‘I’f} |

AT TS (Social Media) STET: Facebook, Twitter, Linkedin T WhatsApp/Viber T WTE & YIS Attachment

aur ’Ri@wers Click TR |

FTIET qIT HEIET GUTETHT FHA/ZaTIH el A Attachment &S W W= T A Click/open TR It
@ 9T Attachment SiHTETE AN T@ |

AT AT AETHT U IEW (USB Stick/Driver) A5 HFET q4T HFET FOTEIHT FANT TRT |
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